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Abstract — This study presents an analysis of the scalability and dispersion of results in Federated Learning (FL) using two
algorithms: EnBaSe, based on entropy, and Random, a random selection approach. The Random algorithm ensures that each
member of the population has an equal probability of inclusion. At the same time, EnBaSe calculates the information gain and
selects the most informative samples for the neural network. Both algorithms were applied in federated learning scenarios with
data distributed non-independently and non-identically (Non-IID). The MNIST, Fashion-MNIST, CIFAR-10, and CIFAR-100
datasets were used for the evaluation, representing different levels of computer vision classification. The results show that the
EnBaSe algorithm achieves high accuracy while halving computational and energy costs compared to training with all samples
from the datasets. In addition, EnBaSe demonstrated greater resilience to variability, showing low variance and a more stable
distribution, especially in Internet of things (IoT) environments with limited computational resources.
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1 Introduction

In the field of Machine Learning (ML), information quality, quantity, and relevance are closely linked to using computational
resources. This relationship is evident in two main scenarios: centralized and decentralized. For example, in a centralized sce-
nario, data is aggregated in a single location, involving data transfer, computation, and energy costs. In contrast, in a decentralized
scenario, data is processed on devices with limited resources, lower storage capacity, and limited communication bandwidth.

As aresult, the large number of devices and high data volume require high-speed processing and analysis to generate valuable
insights while complying with the legal requirements to protect private and confidential data [|1]. These aspects involve technical
and system design challenges [2]]. Consequently, data quality is crucial in machine learning [3f], particularly in fields with data
limitations, such as drug discovery, which often operates with small and limited datasets [4].

In addition to data quality challenges, data heterogeneity in Federated Learning (FL) presents significant challenges, par-
ticularly with the Non-Independent and Identically Distributed (non-iid) distributions, which directly affect the accuracy and
convergence of the FL models [5]. The presence of non-iid data, which often comes up as a result of temporal dependencies,
also poses risks of bias and inconsistent performance in trained models [6]]. These challenges affect the selection of clients and
developing effective model-fusion methods [[7]].

To illustrate the influence of entropy on data quality [8]], and to address ambiguity [9] and minimize computational costs [[10],
these works find to minimize the communication delays and reduce the algorithm execution time.

Motivated by these studies on entropy properties, we analyzed the image distributions. We observed that the samples provided
long tail behavior with extreme values, which contributed to the dispersion around the mean. The proposed Entropy-Based
Selection (EnBaSe) algorithm deals with the dispersion of anomalous values and the distortion of the tails in non-iid data. Also,
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the approach around data quality evaluation inside the class does not change the distribution dispersion and maintains the sample
domain representativity. The impact of the approach is the maintenance of stochastic distribution properties and the decrease of
non-significant computation from nodes, which, as a result, enables increased performance of FL on edge computing and saves
energy costs.

The main contributions: Building on previous research, this study lies in a comprehensive analysis of the EnBaSe algo-
rithm’s performance within the context of FL under non-iid scenarios. The investigation includes a detailed comparison of its
distribution, range, and extreme values, and a thorough assessment of the stability, reliability, and scalability of the achieved
results.

In addition to this introduction, the structure of this work is organized as follows: Section [T|presents the introduction; Section
discusses the background and related work; Section [3| describes the proposed model; Section 4| details the materials and
methods; SectionE] presents the evaluations; Section E] shows the discussion, conclusions and future works.

2 Background and Related Work

Internet of Things (IoT) combines devices with sensors, processing capabilities, and software, enabling data exchange be-
tween devices and systems over the Internet. This integration of electronics, communication, and computer engineering creates
IoT systems that facilitate interaction with everyday objects [[11L[12]]. Its development is driven by some technologies, as follows:

i. Cloud Computing;

ii. Edge Computing;
iii. Distributed Intelligence;
iv. Security and Privacy;

These advancements in IoT technologies generate vast amounts of data, which have contributed to advancements in ML
across various sectors, such as forecasting, data analysis, patient monitoring, healthcare, insurance, transportation, marketing,
and automation [[13}|14]], as well as diagnostic systems, personalized prescriptions, and integration with IoT [15]], allows devices
to learn from data and, at the same time, ensures robust privacy support [|16].

2.1 Statistical Nature of Data

Homogeneous data is characterized by sharing quantitative or qualitative properties, which implies acceptable or predictable
variation, reflecting a similar trend. Thus, when data has statistically homogeneous characteristics, neural networks tend to
converge to optimal values of the Stochastic Gradient Descent (SGD) [17].

Unlike homogeneous data, which exhibit uniformity, heterogeneous data display high variability in types and formats [[18].
These data often include variability, outliers, and inconsistencies in format and meaning [19]. For example, the diversity of IoT
sensors and data-collection devices results in significant variability and imbalance in the generated data, creating heterogeneous
data [20].

The concept of Independent and Identically Distributed (iid) data further underscores the importance of data consistency.
Iid data refers to independent observations that follow the same probabilistic distribution, which enhances model convergence
and performance by maintaining uniformity across training samples [21]]. In ML, such data are often processed on centralized
servers, assuming homogeneity. In this context, models tend to converge to a global optimum because of the similarity in sample
distributions [22]].

Conversely, non-iid data introduce statistical heterogeneity, with variations in sample quantity and distribution [23]]. In this
scenario, each node or device has a unique dataset. Variability in data quantity and classes across devices introduces bias,
complicating model training [24,[25].

Entropy, a central concept in information theory, reflects the level of unpredictability or disorder in a communication channel
and is a quantitative tool for measuring uncertainty.

n
H(X) == p(:)log, p(x;) (1)

i=1

In the formula, X represents all possible symbol values, p(z;) is the probability of the i-th value, and log, p(x;) represents the
logarithm base 2 of p(z;), with entropy measured in bits.

Entropy quantifies data uncertainty and helps assess redundancy, making it a key measure of informational value [8}[26].
Finally, entropy assesses the degree of uncertainty within a set of possible events, quantifying both the information gained and
the significance of that information within a system.

Another mathematical model commonly applied in neural networks is a statistical and probabilistic technique used in ML is
the Random sampling [27]], which contributes to promoting diversity in sample selection and allows the neural network to learn
different aspects of the data, which leads to more accurate predictions [28]]. This technique consists of randomly selecting a set
of data so that each element has an equal or known probability of being selected. In this way, the aim is to create a representative
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set of data, avoiding bias from non-random choices. Such an approach enhances model robustness by decreasing the dependency
on specific sample configurations [29].

In addition to promoting robustness, random sampling also mitigates bias and increasing fairness in neural network training,
random sampling improves the likelihood of finding global solutions and facilitates capturing general features and patterns,
promoting generalization and reducing overfitting [30].

2.2 Related Work

Table [T] represents a summary of the main work related to Deep Learning (DL) and IoT, with machine learning and edge
computing. These studies apply different solutions and seek to improve performance and efficiency in federated learning.

Table 1: Summary of Related Work - Motivation.

Author Year DL Edge IoT Opt. Adj. Analysis
Deng et al. [31] 2021 X X X X X X
Liu et al. [32] 2021 X X X X
Al-Saedi et al. [33]] 2022 x X X X X
Tan et al. [34] 2022 X X X X
Yu et al. [|35]] 2022 X X X
Wolfrath et al. [|36] 2022 X X X X X
Qi et al. [37]] 2022 X X X
Zhang et al. [38]] 2023 X X X X
Wau et al. [39]] 2023 X X

Sun et al. [40] 2023 X X
Tu et al. [41]] 2023 X X X X X
Hossain et al. [42]] 2023 X X X X
Tao et al. [43] 2023 X X X X X
Adjei-Mensah et al. [44] 2024  x X X
Wu et al. [45]] 2024  x X X X
Hamidi et al. [46] 2024 X X X X X X
Our Model 2024 x X X X X

Note: DL: Deep Learning, Edge: Edge Computing, IoT: Internet of Things, Opt.: Algorithm Optimization, Adj.: Automatic Adjustment, Analysis: Data/Image
Analysis or Data Quality Analysis.

FedWNS [41]] utilizes node selection based on data distribution, enabling the selection of higher-quality samples in both iid
and non-iid environments. While FedWNS emphasizes node selection based on data distribution, this study prioritizes essential
data, reducing data transfer requirements and improving the model’s performance.

FedAVO [42] enhances communication efficiency in FL by reducing overhead. Unlike FedAVO, EnBaSe focuses on improv-
ing data selection and quality by filtering high-quality data, thereby reducing overhead and computational and energy costs.

FedCo [33] utilizes cluster optimization to enhance communication efficiency in FL, effectively managing and reducing
communication overhead. This approach improves model accuracy and minimizes the need for data retransmission, enabling
FedCo to handle non-iid data variability more effectively.

Additionally, the algorithm proposed by [35] automatically adjusts model weights to optimize performance, enhancing both
efficiency and accuracy in learning. This technique is particularly relevant for FL environments, as it improves the effectiveness
of model training while reducing the need for frequent manual interventions.

Similarly, preconditioned FL introduces a method to optimize learning through preconditioning, aiming to improve model
performance [43]]. This approach involves preconditioning the learning environment or data to facilitate training.

An entropy-based approach prioritizes informative data to address heterogeneity and improve client clustering [36]. Similar
strategies for client clustering based on non-iid data are explored in [47] and [38]]. The EnBaSe filter emphasizes high-quality
data before training, reducing data transfer and associated costs.

Building on these methods, the FAIR model filters out low-quality updates based on learning history, optimizing global
learning and performance [31]]. Similarly, FederaSER mitigates data poisoning by leveraging historical updates to guard against
low-quality data and enhance training [32].

In contrast to these approaches, another study introduced a Blockchain-based FL. model (BFL) that incorporates mechanisms
to improve reputation and quality in model aggregation. This model aims to increase process transparency and reduce the risks
of data leakage and manipulation [37]. The security and transparency layers integrated into the aggregation process are essential
for ensuring the reliability of the aggregated models.

Moreover, Per-FedAvg utilizes meta-learning to balance global performance with client-specific personalization, effectively
mitigating drift in local models [34].

These methods primarily seek to achieve efficiency in communication, optimization in client selection, robustness, and re-
silience in scenarios where data security is critical. They thus serve as a motivation and basis for future research by pointing out
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the main challenges discussed in the current literature on IoT and FL. In this way, they present an overview of the state of the
art. In parallel, other approaches have been based on analyzing the system’s homogeneity and the entropy of the neural network
data, as shown in Table 2}

Table 2: Summary of Related Work - Similar approaches.

Author Year Application Scenario Advantages Disadvantages

Itahara et al. [48 2021 IoT, FL, and non-IID Robustness against attacks and noise Loss of Accuracy

Lietal. [8] 2022  Agricultural pest recognition Reduces redundancy in datasets Restricted to multi-class classification
Condori Bustincio et al. [9] 2023  Heterogeneity, communication overhead Reduces communication overhead Limited generalization on datasets
Zhang et al. [49 2023  Protein structure prediction Robustness in feature selection High complexity, requires fine-tuning
Orlandi et al. [10] 2023 IoT devices Mitigates non-IID impacts, reduces energy consumption  Slight reduction in precision

Hamidi et al. [46 2024 Medical diagnosis Better Accuracy on unbalanced datasets Increased complexity

For example, one author applies the concept of entropy in his architecture to differentiate between relevant and irrelevant data.
The method generates a disturbed image from a statistical prototype, where the entropy values are used as quality indicators [§]].
Another study uses entropy reduction to mitigate ambiguity and improve the accuracy of model outputs, using a method called
Entropy Reduction Aggregation (ERA) [48]].

Additionally, one author explores strategies to minimize communication overhead and data heterogeneity, using entropy in
client selection in IoT devices with non-iid data [9]. In another approach, information theory is integrated into the algorithm,
developing a high-precision classifier based on the optimal combination of features [49]].

By evaluating the entropy at the edges, FedAvg-BE aims to reduce execution time in FL environments with non-iid data,
achieving a 26% reduction for CIFAR-10 [[10]. In contrast to FedAvg-BE, which focuses on minimizing execution time, the
algorithm proposed in this study, EnBaSe, employs embedded data filtering to select high-quality data prior to processing. Finally,
information theory is applied to the FL context to minimize the dispersion of minority classes and monitor class concentration
using specific metrics classes and monitoring the concentration of classes using particular metrics [46].

2.3 Problem Overview and Discussion

The FL model employs decentralized ML, addressing challenges such as connection bottlenecks, infrequent updates, network
latency, and convergence delays. These factors significantly impact energy consumption, particularly in low-performance devices
such as smartphones, tablets, and industrial equipment.

The lack of validation for new datasets increases the convergence time of trained neural network models and doesn’t guar-
antee that the new data will improve the accuracy. Algorithms designed to validate data quality could, therefore, expedite the
convergence of trained models and reduce energy costs for devices operating under such constraints.

The model proposed in this study focuses on validating information prior to initiating the neural network training process. By
doing so, only the most relevant data is utilized, reducing the volume of information required for training and directly impacting
the costs associated with this process.

Finally, the main difference between EnBaSe and the other more advanced models is that EnBaSe functions as an integrated
layer in the architecture of the neural network at the edge. Its function is to quantify the information gain for the neural network
and select the most predictable and relevant data.

3 Model Evaluated

The EnBaSe algorithm, described in pseudocode |1} was developed for the embedded system studied in this work and uses
entropy as the central measure to quantify the uncertainty of images. Images with lower entropy values indicate lower uncertainty,
whereas those with higher values indicate more significant uncertainty.

First, the entropy is calculated for each 2D image, generating key-value pairs that associate each image with its entropy value.
These pairs were then sorted and divided into two categories based on the median entropy values, creating image classes with

varying levels of uncertainty.
where

i. K: Represents the total number of classes in the dataset.
il. Xirain: Training Dataset.
iii. Yirain: Labels corresponding to the training set Xipin.
iv. Xgelected: Subset Xiin selected by the algorithm based on entropy.
V. Yielectea: Labels corresponding to subset Xejected-
vi. label: A class label (K — 1, where K is the total number of classes).
vii. C: Set of indices belonging to a given class [abel.
viii. MEntropy: An array that stores pairs (index, entropy value) for each image in a given class.
ix. ComputeEntropy(image): A function that calculates the entropy of an image.
x. Median: Median entropy values in the set M Entropy.
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Algorithm 1 EnBaSe. Where K denotes the total number of classes.
Require: ‘)(lrain’ ytrain, K

Ensure: Selected classes based on entropy

Xselected — (Z)

2 yselecled — @

3: for label <— 0 to K — 1 do
4 C <+ Retrieve indices belonging to class label
5 MEntropy — (Z)

6: for each sample € C do
7

8

9

MEnuopy < (key, ComputeEntropy (image))

Sort MEnwopy by ComputeEntropy (image)
Calculate the median of MEggropy

10: TQualified < 0

11: for each key € Mgqopy do

12: if key.entropy < median then
13: Append key.index to Zqualified
14: for ¢ in IQualiﬁed do

15: Append ‘)(lrain [Z] to Xselected

16: Append ytrain [7/] to yselected

17: return Xselecled, yselected

18: function COMPUTEENTROPY (image)

19: H < — 3", p(image) log, (p(image))
20: return H

xi. IQualified: Set of indices of samples with entropy less than or equal to the median, Xjected and Yielected-
xii. H: Entropy calculated for the image.

xiii. p(image): Probability distribution associated with the image (used in entropy calculations).

Empty lists are created to store the data based on the input dataset and the corresponding labels. The algorithm then iterates
through each class, calculates the entropy value of each image, and stores this data as key-value pairs, where each image is
associated with its entropy value.

The image is provided to the function as a matrix containing raw values ranging from 0 to 255 or normalized values between
0 and 1. Images in grayscale and Red, Green, Blue (RGB) channels are treated as a unified probability distribution rather
than separate distributions across different color channels. Consequently, we generalize the probabilities associated with color
channels—intensity for blue and contrast for green and red—allowing for an analysis of pixel complexity without specific channel
distinctions. This abstraction enables the measurement of overall pixel variation using a single numerical matrix.

The values obtained from this analysis provide the visual complexity of the images. According to information theory, when
entropy has a low variation, close to 0, there is little uncertainty or the patterns are predictable. On the other hand, when the
variation is high, close to 1, it can indicate excessive detail or difficult predictability.

We have observed in experiments that some classes of different data sets have extreme entropy values. Therefore, to avoid
the average being influenced by these extreme values when separating low entropy from high entropy, we chose the median as
the separation criterion because it minimizes the impact of these extreme values, avoiding distortions in the distribution.

4 Materials and Methods

This section provides a detailed overview of the methodological approaches used in this experiment, enabling other re-
searchers to replicate it. The source code is available on GitHubE]to support the reproducibility. The following sections describe
the materials, methodologies, software, and hardware used in these experiments.

4.1 Dataset Description

To address the challenges of image processing and pattern recognition in heterogeneous scenarios, four image datasets were
selected to validate the experimental method: MNISTEL Fashion—MNISTﬂ CIFAR-10 and CIFAR—lO(ﬂ This selection allows
the experiment to cover both iid and non-iid scenarios. The dataset characteristics are as follows:

i. MNIST: Grayscale images of handwritten digits (0-9), used for digit recognition and classification tasks.

Ihttps://github.com/ernesto-arq/Entropy-Artificial-Intelligence.git
2https://yann.lecun.com/exdb/mnist/
3https://github.com/zalandoresearch/fashion-mnist
Yhttps://www.cs.toronto.edu/~kriz/cifar.html
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ii. Fashion-MNIST: Grayscale images of fashion items in ten categories, such as shirts and pants.
iii. CIFAR-10: Color images are divided into ten categories, including vehicles and animals.

iv. CIFAR-100: Diverse color images encompassing 100 classes providing greater class granularity.

Table 3: Properties of Datasets.

Property Fashion-MNIST MNIST CIFAR-10 CIFAR-100
Number of Classes 10 Classes 10 Classes 10 Classes 100 Classes
Image Dimension 28x28 28x28 32x32 32x32
Color Type Grayscale Grayscale RGB RGB
Total Images/Traning 60,000 60,000 50,000 50,000
Images by Class 6,000 6,000 6,000 600

4.2 Non-IID Experiment Configuration

To simulate a (FL) scenario with non-iid data, the techniques of feature distribution, label distribution skew, and quantity
skew have been used [50-53]. These aspects, as described below, contribute to the creation of a heterogeneous FL environment,
allowing for diversity in contributions and characteristics:

i. Feature Distribution Skew: Variation in data features across clients with the same labels.
ii. Label Distribution Skew: Unequal label distributions across clients, creating distinct class groups.
iii. Quantity Skew: Imbalances in data volume per client, affecting local model training.

Each dataset underwent 60 experiments combining Normal Execution (Normal), EnBaSe, and Random with FedAvg [54] and
FedProx [55], totaling 240 experiments. Data will be distributed across ten virtually simulated devices, which will perform train-
ing and send updates for aggregation. The following describes aggregation algorithms for federated environments, representing
part of the evaluation methodology:

i. FedAvg: Weighted average of client updates, adjusted by data volume.
ii. FedProx: Regularizes local losses to minimize deviations from the global model.

Experiments were conducted using 10 clients and 50 epochs to evaluate the algorithm’s effectiveness under constrained condi-
tions. FedAvg and FedProx were selected as classical models from the literature to serve as baseline comparisons, providing
a more comprehensive understanding of the results. The number of devices and epochs was defined according to the articles
published and compared in Table [/l Aiming at IoT applications with low processing power and energy limitations, we limited
the number of epochs and the number of devices available for the first experiment. In the second experiment, to test resilience,
we increased the number of epochs to 100 and the number of devices to 50. The choice of hyperparameters and architecture was
empirical, with simulations carried out until the neural network demonstrated stability and a balance between accuracy and loss.

4.3 Deep Neural Networks

For the non-iid experiment with heterogeneous data, specific normalization parameters were applied. The MNIST and
Fashion-MNIST datasets used Convolutional Neural Network (CNN) without Transfer Learning (TL) or Data Augmentation
(DA), optimized with SGD. For CIFAR-10 and CIFAR-100, an adapted ResNet-50 model was employed, incorporating DA, and
also optimized with SGD. The following normalization parametersﬂ were applied:

MNIST and Fashion-MNIST: CNN models with batch size 128, SGD optimizer, 50 epochs, without TL or DA. Standard
normalization parameters were applied for each dataset.

CIFAR-10 and CIFAR-100: Adapted ResNet-50 model with batch size 128, DA, SGD optimizer, and 50 epochs. Nor-
malization parameters for RGB channels were applied for each dataset. The DA techniques used include horizontal inversion,
rotation with a limit of up to 15 degrees, and a random affine transformation (0, (0.1; 0.1)). The values were tested empirically,
observing better network performance in the face of input variations. Finally, ResNet-50 was selected because its characteristics
are more complex than previous models and less computationally demanding than larger models [56].

The neural network architecture configurations are presented in Table[d] with the following components: batch normalization
(BN), max pooling (MP), dropout (DP), fully-connected layer (FC), and global average pooling (GAP). The architecture consists
of the following layers:

* Layer 1: three blocks, each with Conv, BN, ReLU, and MP components;
¢ Layer 2: four blocks, each with Conv, BN, ReLU, and MP components;

» Layer 3: six blocks, each with Conv, BN, ReLU, and MP components;

* Layer 4: three blocks, each with Conv, BN, ReLU, and MP components.

Shttps://github.com/jeremy313
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Table 4: Model Configurations non-iid.

MNIST Fashion CIFAR-10 CIFAR-100
CONV-1 CONV-1 ResNet50 ResNet50

MP MP BN BN
CONV-2 CONV-2 LAYER-1 LAYER-1
MP MP LAYER-2 LAYER-2
FC-500 FC-500 LAYER-3 LAYER-3
FC-10 FC-10 LAYER-4 LAYER-4
SOFTMAX SOFTMAX GAP GAP
FC-512 FC-512
BN BN
DP-1 DP-1
FC-10 FC-100

SOFTMAX SOFTMAX

4.4 Performance Evaluation Criteria

The following metrics were used to comprehensively evaluate the performance of the models in this experiment, ensuring a
thorough analysis of the results:

i. Accuracy: The proportion of correct predictions out of the total samples.
ii. Recall: The proportion of true positives correctly identified among all actual positive cases;
iii. F1-Score: The harmonic mean of precision and recall used as an additional metric in the FL context;

iv. Learning Curve: A measure model of performance over time by comparing training and validation curves to detect
overfitting and underfitting;

v. Precision: The proportion of true positives out of all positive predictions, which measures the accuracy of positive predic-
tions;
vi. Boxplot: Statistical visualization used to analyze data distribution in relation to the median, quartiles, and outliers;
vii. Variance: A measure of data variability relative to the mean;
viii. Standard Deviation: A measure of data dispersion around the mean, allowing for the analysis of variability;

ix. Minimum, Mean, and Maximum Accuracy: Evaluation of model accuracy across different phases, covering the mini-
mum, average, and maximum performance values;

4.5 Performance Evaluation Criteria

Pseudocode [2]illustrates the Random technique used in this work. This technique uses the scikit-learn library [57] to manage
the organization and selection of stratified samples by class. For consistency, this selection methodology is referred to as Random
throughout the text.

Algorithm 2 Procedure for Splitting the Dataset into Training and Test Subsets.

Require: Feature set X, labels y, test set proportion test_size, shuffling parameter shuf fle = True, stratification parameter
stratify = None
Ensure: Training and test subsets: X¢rqin, Xtests Ytrains Ytest
1: Calculate the test set size based on the value of test_size
2: if shuf fle = True then
3 Perform random shuffling of the data to ensure random distribution
4: if stratify # None then
5 Apply stratified splitting of the data, preserving the class distribution indicated by stratify
6
7

: Split the dataset X and labels y into training and test subsets, respecting the specified test set size
: Return the training and test subsets: Xy, qin, Xtest> Ytrain, Ytest

As presented in the background Section 2} this algorithm will be used to analyze the EnBaSe results comparatively, evaluating
performance and efficiency alongside the global aggregation techniques discussed in Subsection [2.1] Furthermore, in the final
results section, the EnBaSe results will be compared with the state-of-the-art.
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5 Results

This section presents the results of the embedded EnBaSe algorithm (Section EI), evaluated in an FL environment with Fe-
dAvg and FedProx (Subsection @) The skewed data distribution (Subsection @) creates a non-iid scenario, as there are no
guarantees about the number of classes or the volume of data on each device. We evaluate performance in three scenarios: (i)
Normal-Execution (complete set), (ii) EnBaSe (selects half the set based on entropy), and (iii) Random (random samples), as per
Subsections [2.1] The aim is to compare the computing time and effectiveness of EnBaSe, which only processes half of the low
entropy data. At the same time, Random uses the same number of samples but is chosen randomly.

In addition, experiments were carried out with EnBaSe on the MNIST, Fashion-MNIST, and CIFAR-100 sets (Subsection
B.1), and the results obtained were compared with state-of-the-art models (Table [7). The following subsections present the
results for MNIST (Subsection [5.1), Fashion-MNIST (5.2), CIFAR-10 (5.3)), and CIFAR-100 (5.4), respectively.

5.1 MNIST results

A total of 60 experiments were conducted on the MNIST dataset. Of these, 30 experiments were dedicated to training
using the complete dataset (Normal), distributed according to the distribution skew, applied to both the EnBaSe and Random,
as well as the global aggregation algorithm FedAvg for FL. The additional 30 experiments were consistently conducted using
the global aggregation algorithm FedProx. Table [3] provides a detailed description of the MNIST dataset, including its primary
specifications. Figures[I]a) and b) represent the results for the MNIST dataset using the FedAvg and FedProx FL aggregation
algorithms, respectively.

The EnBaSe algorithm demonstrates adaptability to the heterogeneous (non-iid) scenario. By contrast, the Random exhibited
a notable drop in precision across these metrics under the same conditions. Thus, the random selection may be suboptimal in a
heterogeneous scenario where data points are interdependent and do not follow the same distribution.
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Figure 1: Results of FedAvg and FedProx on the MNIST dataset.

Thus, the random selection algorithm may be suboptimal in a heterogeneous scenario where data points are interdependent
and do not follow the same distribution. This sampling approach may fail to guarantee the representativeness across each node
(i.e., device) in various existing distributions. Additionally, when comparing the FedAvg and FedProx techniques, it was observed
that FedProx demonstrated greater robustness based on the metric values obtained for this evaluation dataset (i.e., MNIST).
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EnBaSe performs training with half of the data while applying quantitative analysis to ensure data quality and demonstrates
adaptability to the heterogeneous (non-iid) scenario. In contrast, the Random exhibited a notable drop in precision across these
metrics under the same conditions. In Figure |I| ¢), significant differences can be observed in the accuracy, precision, recall, and
F1-score metrics for FedAvg, with the results of the Random diverging more from those of other techniques, as previously noted.
In contrast, the results obtained by EnBaSe and Normal were closer.

Regarding the results presented in Figure [T d), a pattern similar to the previous observation can be seen. For the FedProx
algorithm, there was more significant variability in the results, which were distributed almost symmetrically around the median
in the boxplot. This variation is noteworthy from the algorithm’s perspective because its performance is comparable to that
achieved with training on a complete dataset. When training was performed with full data, the results exhibited a more stable
distribution with less variation. In contrast, the Random results showed high variability, with a dense concentration of low values
and outliers.

5.2 Fashion-MNIST results

For the Fashion-MNIST dataset of grayscale fashion and clothing images, 60 experiments were conducted, divided equally
between the FedAvg and FedProx global aggregation algorithms, considering the Normal, EnBaSe and Random configurations.
Table 3] gives an overview of the Fashion-MNIST dataset.

In Figure 2] a), for Fashion-MNIST using the FedAvg FL algorithm, the training algorithms with the entire dataset and
EnBaSe demonstrate comparable performance in metrics and outcomes. This allowed us to observe the minimum and maximum
performances of the model across the experiments. Additionally, it is evident that EnBaSe experiences minimal loss relative to
the Normal, proportional to its accuracy and other metrics.
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Figure 2: Results of FedAvg and FedProx on the Fashion-MNIST dataset.

In contrast, if we randomly select data from each class without applying a quality criterion in a non-iid environment, we
observe a decrease in performance, with results inferior to those obtained with both Normal and EnBaSe.

Similarly, in Figure [2]b), which represents FedProx, consistency is observed across different metrics in various simulations.
In both cases, the Random yielded the lowest results. Thus, it can be concluded that the overall accuracy remains consistent
throughout the experiments, with an emphasis on training with the full dataset (Normal) and EnBaSe, which presented similar
results and less pronounced variability.
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In the boxplot results shown in Figure 2] ¢) for FedAvg, the normal execution demonstrated a slight superiority in results,
albeit with more significant variability across different training sessions. The EnBaSe algorithm, on the other hand, shows lower
variability in results. For the Random, a flattened distribution with low accuracy, dispersed values, and outliers can be observed,
highlighting the limitations of this technique in the non-iid scenario.

The same pattern is evident in Figure[2]d) for the FedProx. Thus, it can be concluded that the normal execution maintains a
consistently superior performance for both FedAvg and FedProx. EnBaSe also achieved favorable results, whereas the Random
technique showed the poorest performance across all metrics.

5.3 CIFAR-10 results

The CIFAR-10 dataset includes ten distinct classes (airplanes, cars, birds, cats, deer, dogs, etc.), each with low resolution
and limited visual information, which presents a significant challenge in terms of visual complexity. Table 3] presents the main
characteristics of the dataset.
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Figure 3: Results of FedAvg and FedProx on the CIFAR-10 dataset.

This visual complexity is essential for analyzing the results shown in Figure[3]a), which illustrate the performance of FedAvg.
It can be observed that the CIFAR-10 results follow a consistent pattern with the experiments conducted on MNIST and Fashion-
MNIST, with a slight improvement in the results for FedAvg in the case of CIFAR-10. This pattern was observed across multiple
experiments using different algorithms, neural networks, and hyperparameters.

The pattern observed in Figure [3]a) is similar to that in Figure [3]b) for FedProx. These observations support the hypothesis
that, in non-iid scenarios, a quantitative approach to data quality evaluation can achieve results comparable to those obtained
with large data volumes.

The behavior of EnBaSe demonstrates the feasibility of converging the model and achieving results comparable to the typical
execution approach by selecting only half of the CIFAR-10 dataset using a quantitative selection strategy. This pattern, observed
with the FedAvg and FedProx algorithms, suggests that the processing time and computational costs can be significantly reduced
in low-power IoT environments with minimal performance loss.

Figures[3]c) and[3]d) present boxplots for CIFAR-10 using the FedAvg and FedProx global aggregation models, respectively.
A similar and consistent variation is observed with other experiments for the normal and EnBaSe techniques, whereas the Random
experiments encountered more significant challenges in handling the classification task.
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Additionally, the Random showed outliers outside the central distribution, indicating instances where the model occasionally
achieved a performance above the average. However, these results were inferior to those of Normal and EnBaSe. A slightly
higher variability is also noticeable for Normal compared with EnBaSe, suggesting that in non-iid scenarios, particularly with
CIFAR-10, the EnBaSe demonstrates greater robustness.

5.4 CIFAR-100 results

The following sections present the results obtained for CIFAR-100, which encompasses 100 distinct classes (fish, flowers,
vehicles, animals, etc.), representing a challenging benchmark in the field of Computer Vision (CV). This dataset requires neural
network models to handle significant complexities owing to the various classes, as summarized in Table 3]
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Figure 4: Results of FedAvg and FedProx on the CIFAR-100 dataset.

Overall, the best results were obtained with FedAvg, as shown in Figure E| a), evaluated across various metrics for this dataset.
The EnBaSe algorithm selected half of the data, achieving results that were competitive with the Normal approach. Furthermore,
by selecting only the most representative and high-quality samples for the dataset, EnBaSe reduces the training time of the neural
network by half.

Figure [d] b) presents the results for FedProx on CIFAR-100, replicating the pattern observed in other experiments. A perfor-
mance level proportional to each method’s capacity was also noted for EnBaSe, while FedProx demonstrated a lower performance
than FedAvg.

Figure [] ¢) presents the best results among global aggregation algorithms, which presents the FedAvg boxplot. There is
notable consistency in the accuracy, precision, recall, and Fl-score metrics, reflecting the learning plateau achieved by the
model.

In the results obtained for the CIFAR-100 dataset using the global aggregation algorithm FedAvg, both Normal and EnBaSe
presented consistent and high results, with medians close to each other. In contrast, the Random exhibited a significantly lower
performance range.

Regarding precision, both Normal and EnBaSe maintain high consistency, whereas Random consistently yields lower results.
This same pattern is observed in the metrics of Recall and F1-Score, indicating that EnBaSe performs an adequate selection of
relevant samples compared to Normal. Similar results, with minor differences in the values, can be observed in Figure [ d),
which represents the FedProx boxplot.
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5.5 Performance Variability and Dispersion in Federated Learning

Table[5]presents the minimum, mean, and maximum accuracy values obtained by the global model, along with the respective
execution times, which indicate computational and energy costs.

Generally, the Random technique exhibits computational costs similar to EnBaSe, but with marked differences in accuracy.
In this setting, EnBaSe efficiently balances cost and accuracy across datasets of varying complexity, highlighting its robustness
and consistency.

In the MNIST and Fashion-MNIST datasets, Normal and EnBaSe achieve similar accuracy results, despite both EnBaSe and
Random using only half of the dataset. However, Random shows a noticeable drop in accuracy, indicating EnBaSe’s effectiveness
in handling non-iid data.

In more challenging datasets (CIFAR-10 and CIFAR-100), EnBaSe again demonstrates performance close to normal exe-
cution, suggesting that not all data samples contribute to model accuracy, and some may even introduce noise. These findings
confirm EnBaSe’s ability to address data heterogeneity while maintaining an efficient trade-off between performance and com-
putational cost.

Table 5: Performance Analysis between Datasets and non-iid Techniques

Dataset Technique | Algorithm Accuracy (%) Time (s)

Min | Avg | Max Min Avg Max
Mnist FedAvg Normal 76.10 | 85.70 | 93.11 1,074 1,096 1,074
Mnist FedAvg EnBaSe 71.58 | 78.91 | 85.72 577 586 577
Mnist FedAvg Random 39.79 | 56.80 | 64.22 549 555 565
Mnist FedProx Normal 73.84 | 81.73 | 91.30 | 1,163 1,180 1,163
Mhnist FedProx EnBaSe 61.52 | 81.26 | 90.51 620 629 620
Mnist FedProx Random 49.28 | 59.13 | 80.26 595 606 617
Fashion FedAvg Normal 48.20 | 62.21 | 7473 | 1,046 1,084 | 1,103
Fashion FedAvg EnBaSe 51.00 | 58.80 | 67.00 547 556 571
Fashion FedAvg Random 26.00 | 39.80 | 53.00 568 574 589
Fashion FedProx Normal 57.00 | 66.40 | 78.00 1,108 1,125 1,157
Fashion FedProx EnBaSe 55.00 | 60.80 | 66.00 597 601 609
Fashion FedProx Random 26.00 | 35.90 | 62.00 628 632 637

CIFAR-10 FedAvg Normal 28.82 | 43.12 | 53.00 | 14,676 | 14,941 | 15,229
CIFAR-10 | FedAvg EnBaSe 33.47 | 40.32 | 46.90 | 8,107 | 8,259 | 8412
CIFAR-10 FedAvg Random 9.33 | 10.01 | 10.30 | 7,933 8,205 | 8,249
CIFAR-10 FedProx Normal 29.34 | 39.52 | 50.02 | 15,368 | 15,662 | 15,941
CIFAR-10 | FedProx EnBaSe 28.24 | 4042 | 53.36 | 8,276 | 8,413 | 8,564
CIFAR-10 FedProx Random 9.70 | 10.09 | 10.94 | 8329 | 8,394 | 8,528
CIFAR-100 | FedAvg Normal 32.79 | 43.24 | 51.35 | 14,936. | 15,214 | 15,279
CIFAR-100 | FedAvg EnBaSe 32.74 | 41.60 | 51.72 | 8,123 | 8,131 | 8,140
CIFAR-100 | FedAvg Random 09.81 | 10.00 | 10.12 | 7916 | 8274 | 8,339
CIFAR-100 | FedProx Normal 59.88 | 63.08 | 65.71 | 17,649 | 18,020 | 18,446
CIFAR-100 | FedProx EnBaSe 50.33 | 53.54 | 56.93 | 8,150 | 8,202 | 8,243
CIFAR-100 | FedProx Random 38.60 | 41.20 | 44.20 | 8,109 | 8,418 | 8,048

Table [6] presents the variance and standard deviation results, allowing a comparison of outcome variability. FedAvg generally
shows lower variance and dispersion, indicating higher stability as a global aggregation strategy.

For FedProx, there was higher variability, especially in the case of EnBaSe. This suggests that entropy may introduce greater
variability in FedProx, which aims to minimize deviations in the model weights. This observation raises hypotheses about the
impact of entropy on FedProx variability and convergence.

The first hypothesis is that while FedProx is designed to penalize large deviations from global model weights, introducing
entropy increases distributional complexity, making weight adjustments more challenging. In highly heterogeneous data, this
penalization intensifies, complicating weight stabilization.

The second hypothesis attributes FedProx’s variability to frequent device updates before aggregation, amplifying the results’
variability. Moreover, EnBaSe’s entropy approximates the variance of normal execution, suggesting adjustments to enhance
stability.

5.6 Benchmarking EnBaSe: Comparison with Recent Models

Table [7] shows benchmark results of EnBaSe compared to recent studies, focusing on its impact on accuracy. Benchmark
results for CIFAR-10 and CIFAR-100 demonstrate FedProx’s performance with EnBaSe over 100 epochs and 50 clients.

In CIFAR-10 the FedCOME model achieved 75.88% accuracy, while AdaFedAdam achieved 72.77%. FedPer++ and FedAvg
(Adapted) performed 85.09% and 90.80%, respectively. EnBaSe combined with FedProx achieved 84.46%, placing it close to
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Table 6: Performance Metrics of Different Algorithms Across Datasets

Dataset Technique | Analysis | Algorithm | Acc (%) | Precision | Recall (%) | F1-Score
FedAvg EnBaSe 19.36 55.88 13.17 25.82
FedAvg Variance Normal 29.73 58.68 27.16 43.21
FedAvg Random 49.60 71.61 46.84 52.71
FedAvg EnBaSe 4.40 7.48 3.63 5.08
Mnist FedAvg Std. Dev. Normal 5.45 7.66 5.21 6.57
FedAvg Random 7.04 8.46 6.84 7.26
FedProx EnBaSe 127.54 214.48 133.43 186.1
FedProx Variance Normal 26.81 41.66 11.38 24.40
FedProx Random 100.90 224.77 88.94 158.71
FedProx EnBaSe 11.29 14.65 11.55 13.64
FedProx Std. Dev. Normal 5.18 6.45 3.37 4.94
FedProx Random 10.04 14.99 9.43 12.60
FedAvg EnBaSe 32.99 0.01 0.00 48.27
FedAvg Variance Normal 88.49 0.01 0.01 94.06
FedAvg Random 64.77 0.01 0.00 17.79
FedAvg EnBaSe 5.74 0.08 0.05 6.95
FedAvg Std. Dev. Normal 9.41 0.12 0.07 9.70
FedAvg Random 8.05 0.07 0.04 4.22
FedProx EnBaSe 11.07 36.68 10.72 17.16
Fashion FedProx Variance Normal 49.82 61.34 39.66 62.68
FedProx Random 115.88 63.17 43.29 68.40
FedProx EnBaSe 3.33 6.06 3.27 4.14
FedProx Std. Dev. Normal 7.06 7.83 6.30 7.92
FedProx Random 10.76 7.95 6.58 8.27
FedAvg EnBaSe 23.72 51.21 12.49 20.68
FedAvg Variance Normal 41.81 59.29 94.94 48.27
FedAvg Random 0.07 3.12 0.02 0.34
FedAvg EnBaSe 4.87 7.16 3.53 4.55
CIFAR-10 FedAvg Std. Dev. Normal 6.47 7.70 9.74 6.95
FedAvg Random 0.26 1.77 0.13 0.59
FedProx EnBaSe 72.06 25.25 41.56 54.67
FedProx Variance Normal 50.80 69.31 15.73 27.96
FedProx Random 0.15 3.95 0.01 0.68
FedProx EnBaSe 8.49 5.03 6.45 7.39
FedProx Std. Dev. Normal 7.13 8.33 3.97 5.29
FedProx Random 0.39 1.99 0.09 0.82
FedAvg EnBaSe 26.14 18.36 12.53 21.62
FedAvg Variance Normal 31.98 7.08 11.15 12.48
FedAvg Random 0.01 8.87 0.01 0.08
FedAvg EnBaSe 5.11 4.28 3.54 4.65
FedAvg Std. Dev. Normal 5.66 2.66 3.34 3.53
FedAvg Random 0.10 2.98 0.11 0.28
CIFAR-100 FedProx EnBaSe 4.28 4.62 4.25 3.85
FedProx Variance Normal 4.32 7.80 4.10 5.37
FedProx Random 2.97 3.68 1.77 3.19
FedProx EnBaSe 2.07 2.15 2.06 1.96
FedProx Std. Dev. Normal 2.08 2.79 2.02 2.32
FedProx Random 1.72 1.92 1.33 1.79

Table 7: Benchmark of Models on CIFAR-10 and CIFAR-100 Datasets.

Dataset Architecture Author Model Acc (%)
CIFAR-10 ConvNet [58] FedCOME 75.88
VGGI11 [17] AdaFedAdam 72.77
ResNet-50 Our Model FedProx (EnBaSe) 84.46
CNN [59] FedPer++ 85.09
ResNet-50 [60] FedAvg (Adapted) 90.80
CIFAR-100 ConvNet [58] FedCOME 37.66
ResNet-56 [46] Fed-IT 39.29
CCT-2 [61] FedAvg-Vanilla 40.36
ResNet-18 [62] FedProx(FedFed) 70.02

ResNet-50 Our Model FedProx (EnBaSe) 72.84

FedPer++. Although EnBaSe did not surpass FedAvg (Adapted) in accuracy, it stood out for its computational efficiency by
reducing processing costs by selecting only half of the data based on entropy without significant losses in accuracy.

In CIFAR-100, the FedCOME, Fed-IT, and FedAvg-Vanilla models showed accuracies of 37.66%, 39.29%, and 40.36%,
respectively. FedProx (FedFed) achieved 70.02%, while EnBaSe, combined with FedProx, achieved the best performance,
with 72.84%. Given the high number of classes in CIFAR-100, EnBaSe proved capable of selecting relevant samples while
maintaining high accuracy with a reduced volume of data.
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6 Conclusion

In this study, we analyzed the results, dispersion, and variability of the EnBaSe algorithm. This entropy-based algorithm
works as an additional neural network layer, quantifying the network’s information gain and selecting the most informative
samples.

The overall performance shows the ability to select more representative samples in heterogeneous environments and halve
computational costs and, indirectly, energy costs, reinforcing its potential and application in scenarios where computational and
energy limitations are critical factors.

Despite the contributions, some limitations were observed, particularly in specific scenarios with variability in the results, in
some cases showing more excellent dispersion and variance.

Additionally, EnBaSe demonstrated stability in a scenario with non-iid data, showing limited variation between the results,
indicating symmetry in the distributions and creating expected ranges of these results. These observations suggest that the data
selection technique, addressing entropy, improves reliability, allowing a scenario with heterogeneous data to have a constant
range in the expectation of the results obtained, as shown in Table (3.

Finally, the algorithm showed efficiency when scaled from 10 to 50 devices. Despite the increased number of devices, the
model maintained its efficiency, improving accuracy without compromising performance.

In non-iid scenarios, which simulate real-world conditions without ensuring data quantity, quality, or balance, entropy
emerges as an effective metric to preserve learning quality, even with reduced data quantities. Thus, EnBaSe efficiently uses
computational resources and processing time.

Compared to other state-of-the-art works, EnBaSe obtained results close to the highest accuracy in the state-of-the-art field,
halving the computational cost with minimal loss. In this way, the results confirm the application of EnBaSe in federated
learning scenarios, highlighting its robustness in efficiently using computational resources, with applications in environments
with computational and energy limitations, and dealing with data heterogeneity.

In the comparative results obtained in the state-of-the-art, EnBaSe showed greater accuracy for CIFAR-100, a dataset consid-
ered a benchmark in the field of computer vision, when combined with FedProx, surpassing models such as FedCOME, Fed-IT,
and FedAvg-Vanilla, which achieved accuracies of 37.66%, 39.29%, and 40.36%, respectively. These results highlight EnBaSe’s
ability to select relevant and representative samples in highly heterogeneous scenarios with many classes.

Despite the promising results, entropy-based selection showed more significant variability in scenarios with extreme hetero-
geneity. This limitation can be exploited by combining a hybrid selection approach with adaptive methods to improve the model’s
stability and reliability while maintaining computational efficiency.

Finally, the results show that EnBaSe reduced the convergence time by around 50%, resulting in lower computational and
energy costs. In low-performance experiments (10 devices), the model proved stable, with consistent results and a constant
range of variability. When increasing the number of available clients (40 devices), the algorithm maintained its efficiency and
demonstrated scalability, showing a constant increase in accuracy.

Future works include validating the refinement hypotheses for the Random and EnBaSe algorithms in non-iid scenarios and
comparing them with other global aggregation algorithms for FL. Additionally, exploring a hybrid approach that combines
random sampling and entropy could be valuable, as well as using entropy to measure the uncertainty or impurity of the data. In
addition, these studies also show the feasibility of creating a kernel to analyze image subsets and compute their entropy levels to
segment regions of interest with complex details. Finally, in future studies, we intend to include TL and DA in the MNIST and
Fashion-MNIST datasets to analyze more robust results.
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